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50pekabpa 12016 roga NL1646

YKA3
NPE3UAEHTA POCCUACKOW ®EOEPALIUN

OB YTBEPXXOEHMW OOKTPUHbI
WH®OPMALIMOHHOM BE3ONACHOCTU POCCUNCKOU ®EOEPALINU

B uensax obecneveHns nHpopmaumoHHon 6esonacHocTn Poccuiickon ®epepaunm NnocTaHOBISHO:
1. YTBepauTb npunaraemyto JOKTpUHY nHdopmaumoHHon 6e3onacHocT Poccuiickon Pegepaumm.

2. [lpusHaTtb yTpatmBwen cuny [LOKTpUHY WHGOPMaLMOHHOM 6Ge3donacHocTn Poccuickon depepauun,
yTBEpxaeHHyto MNpe3sngeHTom Poccuiickon ®epepauun 9 ceHTsadpst 2000 r. N Mp-1895.

3. Hactoswun Ykas BcTynaeT B CUy €O HS ero NoAanucaHus.

Mpe3ngeHT
Poccuiickon depepanmm
B.MYTUH
Mocksa, Kpemnb
5 pekabpsa 2016 roga
N 646
YTBEpXKOEHA

Ykasom Npe3ngeHTa
Poccuiickon degepaunmn
oT 5 gekabpsa 2016 r. N 646

OOKTPUHA MHOOPMALIMOHHOW BE3ONMACHOCTU POCCUNCKOW ®EAEPALIUU
|. O6bwme nonoxeHns

1. Hactoawaa [HoktpuHa npeactaBnseTr cobon cucTtemy oduumanbHbIX B3rNS4oB Ha obecneyeHuwe
HauunoHanbHon 6e3onacHocTn Poccuiickon ®enepauumn B MHGOPMaLMOHHOM cdepe.

B HacTosiwen [dokTpuHe nop MHAOPMaUMOHHOM cdeport MOHMMAaeTCsl COBOKYMHOCTb MHGOpMauMu, 0O6beKkToB
WHopmaTmsaLmm, MHPOPMALIMOHHBLIX CUCTEM, CaUTOB B WMH(POPMaLMOHHO-TENEKOMMYHUKaLUMOHHON ceTn "NHTepHeT"
(nanee - cetb "VIHTepHeT"), ceTen CBA3WN, UHPOPMALMOHHbBIX TEXHOMNOMN, CyObEeKTOB, OEeATENbHOCTb KOTOPbLIX CBA3aHa
¢ dopmupoBaHmem u o6paboTkon UWHGOPMaUUM, pasBUTMEM W  UCMONb30BaAHMEM Ha3BaHHbIX TEXHOMOrUNM,
obecneyeHnem WHdOPMaUMOHHOW  Oe3onacHOCTW, a Takke COBOKYMHOCTb MEXaHW3MOB  perynMpoBaHus
COOTBETCTBYHLUMX OBLLECTBEHHbBIX OTHOLLEHWA.

2. B HacTosiwen [IOKTpUHE NCNOoNb3yTCS cnefyowmne OCHOBHbIE MOHATUSA:

a) HauuoHarnbHble MHTepecbl Poccuinckon ®Pegepauumn B uHoOpMauMoHHOW cdepe (ganee - HauMOHamnbHble
MHTEepechbl B MHOPMALUNOHHOW cdepe) - 06beKTUBHO 3HaAYMMble MOTPEOHOCTU NMYHOCTK, obLLiecTBa M rocygapcTea B
obecneyeHnmn nx 3aWwmLLIEHHOCTM U YCTOMYMBOIO pa3BUTUSA B HYacTU, KacaloLencs nHopMaLMoHHON cdepbl;

6) yrposa uHdopMauuoHHoln GesonacHocTn Poccuiickon ®Pepepaumm (ganee - nHOpPMaLMOHHas yrposa) -
COBOKYMHOCTb OEWCTBUA U (DaKTOPOB, CO34alLIMX OMACHOCTb HaHeceHus yulepba HaumoHanbHbIM MHTEpecaMm B
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MHdOpMaLMOHHON cdoepe;

B) MHdopMaLumoHHas 6esonacHocTb Poccuiickon Pepepaummn (ganee - mHopMauMoHHast 6e3onacHoCTb) -
COCTOsIHME 3aLUULLEHHOCTU NUYHOCTW, O6LLECTBA U rocyAapcTBa OT BHYTPEHHUX WM BHELUHMX MHEOPMAaLMOHHBIX Yrpo3,
npu KOTOPOM oGecrneyvmBaloTCs peanusaums KOHCTUTYLIMOHHBLIX MpaB M cBOOOA YenoBeka U rpaxgaHuHa, JOCTOWMHbIE
KayeCTBO W YpPOBEHb KW3HW T[paXdaH, CyBepeHuTeT, TeppuTopuanbHas LENOCTHOCTb W YCTOMYMBOE
coumanbHo-akoHoMMYeckoe paseute Poccuiickon ®enepauunn, o6opoHa n 6e3onacHOCTb rocyaapcTea;

r) obecneyeHne WHOPMALUMOHHON GEe30MacHOCTM -  OCYLUECTBIIEHME B3aUMOYBSI3aHHbIX NPaBOBbIX,
OpraHU3auUMOoHHbIX, OMNepaTUBHO-Pa3bIiCKHbIX, pa3BedblBaTerNbHbIX, KOHTPpPa3BedblBaTeNbHbIX, Hay4YHO-TEXHWUYECKUX,
MH(POPMALIMOHHO-aHANUTUYECKUX, KaOpOBbIX, 3KOHOMMUYECKMX W WHbIX MEp MO MPOrHO3NPOBaHNIO, OGHaPYXEHMIO,
COEPXMUBaHMIO, NPeOoTBPALLEHNIO, OTPaXEHNIO MHAOPMALIMOHHBIX YTPO3 U MUKBMOALUUW NOCNEACTBUIA UX NPOSBNEHUS;

4) cunbl obecneyeHnss HoOpMaLMOHHOW 6e30MacHOCTU - rocyAapCTBEHHbIE OpraHbl, a Takke noapasfeneHns u
OOMKHOCTHbIE  NUUA  FOCYQApPCTBEHHLIX  OPraHOB, OpraHoOB  MECTHOrO  camMOynpaBfieHUss W OpraHusauui,
YMNONTHOMOYEHHbIE Ha pelleHne B COOTBETCTBMM C 3akoHogaTenbcTBOM Poccuiickon depepauum 3agad  no
obecneyeHno MHOpMaLMOHHOM 6e30nacHOCTMY;

e) cpencrtea obecneyeHns I/IHd)OpMaLI,MOHHOIZ ©esonacHocTU - npaBoBble, OpPraHn3aunOHHbIE, TEXHUYECKNE U
apyrue cpencrtea, UCnoJibdyemMble curamm obecneyeHuns MH(bOpMaLJ,MOHHOVI ©e3onacHocTy;

X) cuctema obecneyeHns MHOPMaLMOHHOM 6e30NacHOCTU - COBOKYMHOCTb cuin obecnedyeHns nHHPOpMaLMOHHON
6e30nNacHOCTM, OCYLLUECTBMSAIOLWNX CKOOPAMHWPOBAHHYIO W CNNAaHUPOBAHHYKO AeATENbHOCTb, U WUCMOMb3yEeMbIX UMW
cpencTB obecneyeHns MHPOpMaLMOHHON Ge3onacHoCTY;

3) nHdopmaLmoHHasa nHgppacTpyktypa Poccuiickon ®egepaunm (ganee - nHPopMaumMoHHas nHdpacTpykTypa) -
COBOKYMHOCTb 0O6BbEKTOB WHpopmaTM3aLmm, MHPOPMALMOHHBIX CUCTEM, CalTOB B ceTu "VIHTepHeT" u ceTen cBA3W,
pacnonoxeHHbIx Ha Tepputopumn Poccuiickon ®enepauun, a Takke Ha TEPPUTOPUSAX, HAXOOALWNXCA NOA OPUCAUKLMEN
Poccuiickon ®enepauumn nnu ncnonb3yembix Ha OCHOBaHUN MeXAYHapOaHbIX A0roBopoB Poccuiickon deaepaumu.

3. B HacToslei [JOKTpMHE Ha OCHOBE aHanuW3a OCHOBHbIX MHGOPMALMOHHLIX Yrpo3 U OLEHKU COCTOSHUS
MHDOpMaLMOHHOW Ge3onacHOCTU onpefeneHbl CTpaTerMyeckMe LEnM U OCHOBHbIe HanpaeneHus obecnevyeHus
MHDOPMaLMOHHO 6e30MacHOCTU C y4ETOM CTpaTerMyeckmx HauuoHasbHbIX NproputeToB Poccuiickol denepauuu.

4. [lpaBoByto oOcHOBY Hactoswen [okTpuHbl coctaBnsitoT  KoHctutyumss  Poccuiickon  Pepepauuu,
obLwenpnsHaHHble NPUHLMMNBI U HOPMbI MEXAYHapOo4HOro npaea, MexayHapoaHble gorosopbl Poccuiickon ®egepaunn,
denepanbHble KOHCTUTYLIMOHHbIE 3aKOHbI, heaeparbHble 3aKOHbI, a TaKkke HOPMaTUBHbIE NpaBoBble akThbl [1pe3ngeHTa
Poccuiickon ®enepauuu u MNMpasutenscrea Poccuiickon deaepaumm.

5. Hactosiwasa [okTpuHa sBnsieTcs [OOKYMEHTOM CTpaTernyeckoro nraHupoBaHus B cdepe obecneveHus
HaumMoHanbHoW ©GesonacHocTn Poccuiickonn ®egepaumn, B KOTOPOM pasBuBalTcs nonoxeHwus Crparternn
HaumoHanbHon 6e3onacHocTn Poccuiickon ®epepaumnu, yreepxaeHHon Ykasom lNpesunaeHTa Poccuiickon ®eaepaunm
oT 31 gekabps 2015 r. N 683, a Takke gpyrmx JOKYMEHTOB CTpaTErMYeckoro NiaHMpoBaHUs B ykasaHHOW cdepe.

6. Hactodwasa [okTpnHa 4BNSeTCA OCHOBOM ANs (hOPMUMPOBaHWUS TOCYSapCTBEHHOW MOMUTUKM W pas3BUTUSA
06LLEeCTBEHHbIX OTHOLEHUA B obnactn obecnedeHns NHAPOpPMaLMOHHON Ge3onacHOCTW, a Takke Ans BblpaboTkn mep
Mo COBEpPLUEHCTBOBAHWUIO CUCTEMBI 0becneveHns MHpopmMaLmoHHoON 6Ge3onacHoOCTu.

Il. HaunoHanbHble MHTEpechl B MHGOpPMaLMOHHOK cdhepe

7. VIHbopMaUMOHHbIE TEXHOMNOMMWN NpMoOpenu rnodanbHbI TPAaHCIPaHUYHBIN XapakTep U cTanun HeOTbeMSIEMON
YacTblo Bcex cipep AeAaTenbHOCTM NUYHOCTW, obuiectBa u rocygapctea. Mx addpekTnBHOe npumMeHeHue siBnseTcs
(aKTOPOM YCKOPEHMSI SKOHOMUYECKOrO Pa3BUTUS rocyaapcTea U hopMmnpoBaHusa NMHGPoOpMaLMOHHOro obLecTea.

MudopmaumoHHasa cdepa urpaeT BaxHyl pofib B obecrneyeHvun peanusauum cTpaTernyeckmx HalMoHambHbIX
npuoputeToB Poccunckon ®epepaumn.

8. HauunoHanbHbIMU UHTEPpECaMU B MHGOPMALIMOHHOW cdhepe ABNATCA:
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a) obecneyeHne M 3aluMTa KOHCTUTYLIMOHHbIX MpaB u cBobop 4Yenoseka M rpaxgaHnHa B 4acTu, KacaroLlencs
NnofnyYyeHNss W  UCNOMNb30BaHWS WMHGPOPMaUMK, HEMNPUKOCHOBEHHOCTU YaCTHOM XKM3HM NpW  MCMNONb30BaHUU
WH(OPMALMOHHBIX  TEeXHOMorumn, obecneyeHne WHPOPMALMOHHON MNOAAEPKKA OEeMOKpPaTUYECKUX UHCTUTYTOB,
MEexXaHU3MOB B3aMMOLEWCTBMS rOCydapcTBa WM rpaxaaHckoro obulecTBa, a Takke NpUMEHeHWe WMHEOPMaLMOHHBbIX
TEXHOMOIMN B WHTEpecax COXPaHEHWs KynbTYpPHbIX, WCTOPUYECKUX WU OYXOBHO-HPaABCTBEHHbIX LIEHHOCTEW
MHOroHauunoHarnbHoro Hapoaa Poccuickon degepaumu;

6) obecnedeHue yctonumsoro u 6ecnepeborHOro (PyHKUMOHMPOBAHUS MHAPOPMAaLMOHHON MH(PAaCTPYKTYpbI, B
nepBytlo ouvepenb KpUTUYECKOW WHOpMaLMOHHOM MHGPAcTPYKTypbl Poccuiickon denepaunn (panee - kputudeckas
WH(OpPMaLIMOHHaa WHMPACTPYKTypa) U eOMHON ceTu anekTpoceasn Poccuiickon depepauuu, B MUpHOE BpeMms, B
nepuog HeNnocpeacTBEHHOM Yrpo3bl arpeccumn 1 B BOEHHOE BPEMS;

B) passutme B Poccunckon @egepaumm oTpacnv  MHAPOPMALMOHHBLIX TEXHOMOTMM U SNEeKTPOHHOM
NMPOMBILLFIEHHOCTU, @ TaKke COBEpPLUEHCTBOBaHNE AEATENbHOCTU NPOMU3BOACTBEHHbIX, HAYYHbIX U HAYYHO-TEXHUYECKMX
opraHu3aumin no paspaboTke, NPOM3BOACTBY M IKcMnyaTauum cpeacts obecneyeHnss nHopmaumoHHon 6esonacHocTy,
okasaHuio ycnyr B obnactu obecnedeHns nHdopmaumoHHon 6e3onacHocTy;

r) poBedeHWe OO pPOCCUWACKON W MeXOyHapOAHOW OOLEeCTBEHHOCTU [OOCTOBEPHOW MHdopMauun o
rocygapcTtBeHHoN nonutuke Poccuiickon ®epepaumm n ee ouumnansHOM No3uLMmM No coumanbHO 3HAa4YUMbIM COBLITUSIM
B CTpaHe U Mupe, NpUMeHeHne NUH(OPMALMOHHBLIX TEXHOMOMMA B LIENsX obecneyeHnss HaumoHanbHon 6e3onacHocCTu
Poccuickon ®egepauun B 06nactu KynbTypbl;

4) cogencTeme (PopMUPOBAHUIO CUCTEMbBI MEXAYHapPOAHON MHOPMALMOHHONW Ge3onacHOCTW, HanpaBneHHOW Ha
NpoTUBOAENCTBME Yrpo3aM MUCMOMb30BaHUSA WHMOPMALMOHHBIX TEXHOMOMMW B LEnsX HapyLleHWs cTpaTernvyeckomn
CTabWUnbHOCTW, Ha YKpenneHwe paBHOMNPABHOIO CTpaTerMyeckoro napTHepcTBa B obnactm MHAOPMaUMOHHOW
HesonacHoCTH, a Takke Ha 3almnTy cyBepeHuTeTa Poccuiickon ®egepaummn B MHPOPMaLMOHHOM NPOCTPaHCTBE.

9. Peanusauus HauuoOHamnbHbIX WHTEPECOB B WHAOPMAaLMOHHOM cdepe HanpaeneHa Ha dopMUMpoBaHue
fGesonacHon cpedbl 00OOpoTa [AOCTOBEPHOW WHGOPMaUMM M YCTOMYMBOW K pasnuMyHbiM  BuaamM BO3L4ENCTBUS
MHOPMALIMOHHOW MHAPPACTPYKTYpPbI B LiENsiX 00ecnevyeHnst KOHCTUTYLIMOHHBIX NpaB U cBOOOA YenoBeka 1 rpaxaaHuHa,
CTabubHOroO counarnbHO-3KOHOMUYECKOrO pPas3BUTUS CTPaHbl, a Takke HauuoHanbHOW ©OesonacHocTu Poccuickon
depepauuun.

[ll. OcHOBHbIe MH(POPMAaLMOHHbIE YrPO3bl U COCTOSIHNE
MHdOopMaLMOHHOM BGe3onacHoCTH

10. PacwupeHue obnacteri npuMeHeHns WHAPOPMALMOHHbIX TEXHONOMN, SABMSSACb (PaKTOPOM pPas3BUTUS
3KOHOMWMKM U  COBEPLUEHCTBOBaHUA  (PYHKUMOHWPOBAHMS  OOLIECTBEHHbIX W  FOCYAApPCTBEHHbIX WHCTUTYTOB,
OLHOBPEMEHHO MOPOXAAET HOBblE MH(POPMALIMOHHbIE YTPO3bl.

Bo3MOXHOCTM  TpaHcrpaHuyHoro obopoTa MHopMauum Bce 4Yalle WCMonb3ylTcs AN OOCTWDKEHUS
reonoNIMTUYEcKMX, MPOTUBOPEYALLMX MEXOYHAPOLHOMY MpaBy BOEHHO-MOMUTUYECKUX, @ TakkKe TeppOPUCTUYECKMX,
9KCTPEMUCTCKMX, KPUMMHANbBHBIX W WHbIX MPOTUBOMPAaBHbIX Lernen B yuwepb MexgyHapodHon Ge3onacHoCcTn U
cTpaTern4yeckomn cTabunbHOCTH.

Mpy 9TOM MpaKkTVKa BHeApPeHUs1 MHADOPMALMOHHBIX TEXHOMOMMIN 6e3 yBA3KU ¢ obecrnievyeHneM MHGOPMaLMOHHON
6e30MacHOCTM CYLLECTBEHHO MOBbILLAET BEPOATHOCTb NPOSIBNEHNS MHDOPMALIMOHHBIX YTrpo3.

11. OOHUM M3 OCHOBHbIX HEraTMBHbIX (DAKTOPOB, BAMSIOLIMX HA COCTOsIHME MHAOPMALMOHHOW 6e3onacHocCTH,
SIBNSETCA HapaliMBaHue psifoM 3apybekHbIX CTpaH BO3MOXHOCTEN WMH(OPMAaLMOHHO-TEXHUYECKOTO BO3OEWCTBUS Ha
MHOPMALIMOHHYI0 MHAPPACTPYKTYPY B BOEHHBIX LIENSAX.

OpOHOBPEMEHHO C 3TUM YCUNMBAETCS AEATENbHOCTb OpraHM3alunii, OCYLLECTBSIIOLMX TEXHUYECKYIO pa3Beaky B
OTHOLLEHMN POCCUNCKNX FOCYAapCTBEHHbIX OPraHoB, Hay4YHbIX OpraHM3auuii U NpeanpusiTuiA 060pPOHHO-NPOMBILLNIEHHOTO
KoMMnekca.

12. Pacwupsitotcs MacliTabbl UCMONb3oBaHUs crneumasribHbiMK  crykGamy OTAErNbHbIX TOCYAapCTB CPEACTB
oKazaHusi NHPOPMALIMOHHO-NCUXONOrMYECKOro BO34ENCTBMS, HanpaBfeHHOro Ha Aectabunusaumio
BHYTPUMONMMUTMUYECKOW M COLMAanbHOWM CUTyaLuM B pasfnyHbIX pervoHax mupa v NpMBOAOALLEro K NOAPbIBY CyBepeHuTeTa
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N HapyLUEHWIO TEPPUTOPUANbHON LIENOCTHOCTY APYIMX rocyaapcTB. B aTy gesTenbHOCTb BOBMEKATCS PENUIMO3HbIE,
3THMYECKME, MpaBo3alUUTHbIE W WHble OpraHu3auuW, a Takke OTAerbHble rPynMbl rpaxanaH, npyv 9TOM  LLUMPOKO
NCMOMb3YHTCA BO3MOXHOCTU UHAPOPMALIMOHHBIX TEXHOSOTUIA.

OTmevaeTcs TEHAEHUMS K YBENNYEHMIO B 3apyDeXHbIX cpefcTBax MaccoBOW MHopMaLumn obbema MaTeprarnos,
cogepXalwmx MpeaB3sATyi0 OLEHKY rocygapcTBeHHon nonutukn Poccuiickon ®epepaummn. Poccuiickne cpeacTtea
MaccoBoM WMHGOPMaUMM 3a4acTylo noasepralTca 3a pybexxom OTKPOBEHHOW AUCKPUMWHALWUW, POCCUNCKUM
XypHanucTam co3garTcs NpensaTcTBMSA AN OCYLLEeCTBNeHNs nX npodeccMoHansHom AeaTenbHOCTU.

HapawueaeTcs nHpopMauroHHoe BO3aelCcTBME Ha HaceneHue Poccuu, B nepBylo ovepedb Ha MOMoAeXb, B
Lenax pasmbiBaHUS TPaOULMOHHBIX POCCUMCKUX [YyXOBHO-HPABCTBEHHbIX LIEHHOCTEN.

13. PasnunyHble TeppopucTUYECKME W IKCTPEMUCTCKME OpraHuMsauum LUMPOKO UCMONb3YIT  MeXaHW3Mbl
WMH(OPMALIMOHHOTO BO3OEVCTBMSA Ha WHAMBMAYanbHOE, rpynnoBoe M 0o6LIeCTBEHHOEe CO3HaHWe B Lensx HarHeTaHus
MeXHaLMOHAarnbHOW 1 CoUManbHON HaMPSHKEHHOCTU, pasXXUraHns 3THUYECKOW U PennrmMo3Hon HeHaBncTu Nnbo Bpaxapl,
nponaraHgbl SKCTPEMUCTCKOW MOEOMOorMM, a Takke MpUBEYEHUss K TeppopUCTUYECKON AeATEeNbHOCTU HOBbIX
CTOPOHHUKOB. Takumu opraHuM3auMsamMum B MNPOTMBOMPAaBHbLIX LieMsX akTUBHO CO34aloTcd cpeactsa LeCTPYKTUBHOMO
BO3eNCTBMSA Ha 06BbEKTbl KpUTUYECKON MHEOPMALMOHHOW MHPPACTPYKTYPbI.

14. BospacTtaloT mMacwTtabbl KOMMbIOTEPHOW MNPECTYMHOCTW, Mpexae BCEro B KpeAMTHO-(PMHAHCOBOWM cdepe,
YBENUYMBAETCA YWUCMO MPECTYNNEHWIN, CBSA3aHHbIX C HapyLEeHWEeM KOHCTUTYLIMOHHBIX MpaB M cBOOOA 4YernoBeka U
rpakgaHwHa, B TOM 4YMCfie B 4acTu, KacalLwencss HenpuKOCHOBEHHOCTU YaCTHOM KU3HWU, NMUYHON U CEMENHOW TaWHbI,
npu obpaboTke nepcoHarnbHbIX OAHHLIX C MCNOMNb30BaHMEM WHAOPMAaLMOHHBLIX TexHonoruin. [pu atom meTonbl,
cnocobbl U CpefcTBa COBEPLUEHUSI TaKUX NPECTYNINEHUA CTAHOBATCS BCE U3O0LLPEHHEE.

15. CocTosiHMe uHpopmaumoHHom Ge3onacHOCTM B 00nacTn OOOPOHbI CTpaHbl XapakTepusyeTcs yBENMYeHNEM
MacLiTaboB npuMeHeHna oTaenbHbIMWU  rocygapctBamMn U opraHu3aumammn I/IH(*)OpMaLI.I/IOHHbIX TEXHOMOrMN B
BOEHHO-MOMUTUYECKNX LENaX, B TOM YACIE ANS OCYLLEeCTBNEHNUS AEACTBMI, NPOTUBOPEYALLMX MEXOYHApPOgHOMY MpaBy,
HanpaBfeHHbIX Ha MOAPbIB CyBepeHuTeTa, MONMUTUYECKOW W  coumanbHOW CTabunbHOCTW, TeppUTOpUanbHoW
uenoctHoctn Poccuitickonn depepaunm M ee COK3HWKOB W MpeAcTaBhAsioWmMX Yrposy MexayHapogHOMY MUpy,
rnoGanbHOM U pernoHanbHoM 6e3onacHoCTy.

16. CocTosiHMe nHopmaumoHHon BesonacHocTn B obnactu rocyaapcTBeHHON 1 obLiecTBeHHOW 6e30nacHoOCTM
XapakTepuayeTcs NOCTOSIHHbIM MOBbILLIEHWEM CIOXHOCTM, yBENUYeHMeM MacutaboB U poCcTOM CKOOPAMHUPOBAHHOCTY
KOMMbIOTEPHbIX aTak Ha 0ObEeKTbl KPUTUHECKON MH(POPMAaLMOHHON MHAPACTPYKTYpPbl, YCUNEHMEM pa3BeblBaTeNbHOM
OeATenbHOCTM MHOCTPaHHbIX FOCyAapcTB B OTHOWeHuMM Poccuiickon ®depepauun, a TaKke HapacTaHMeM Yrpos
NPUMEHEHNS WHMOPMAaLMOHHBIX TEXHOMOMMA B LenaxX HaHeceHus yuwepba cyBepeHuTeTy, TeppuTopuanbHON
LeNTOCTHOCTM, NONIMTUYECKON N coumanbHon ctabuneHocTn Poccuiickon deagepaumn.

17. CocTosiHne MHGOPMaLMOHHON 6e30MacHOCTU B 3KOHOMMYECKOW Cdepe XapaKTepusyeTcsi He4oCTaTOYHbIM
YPOBHEM PasBUTUS KOHKYPEHTOCMNOCOOHbLIX MH(POPMALMNOHHBIX TEXHOMOMMN U MX WCMONb30BaHWUA ANs NPOM3BOACTBA
npogaykuum n okasaHusa ycnyr. OcTaeTcsi BbICOKMM YpPOBEHb 3aBUCMMOCTU OTEYECTBEHHOW MPOMBILLIIEHHOCTN OT
3apybexHbIX MHPOPMALIMOHHBIX TEXHOMOIMMIA B 4acTU, KacalLencs 3NeKTPOHHOW KOMMNOHEHTHON 6asbl, MPOrpaMMHOro
obecneyeHusi,  BbIMUCIUTENBHOW  TeXHUKM W cpeactB  ©BA3W, 4YTo  obycnoBnvBaeT  3aBUMCMMOCTb
couMarnbHO-3KOHOMMUYECKOro pa3suTus Poccuinckon ®eaepaunm oT reononmTnYeckux MHTepecoB 3apybekHbIX CTPaH.

18. CocTosiHne nHdopmMaLMoHHON 6e30nacHOCTM B 0611acTu Hayku, TEXHONOMMIN U 06pa3oBaHUS XxapaKTepuayeTcs
HeJOCTaTOMHON  3MEKTUBHOCTLIO  HAyYHbIX UCCRedoBaHWWA, HamnpasfeHHbIX Ha co3gaHue  MepCrneKkTUBHbIX
WHOPMALIMOHHBIX TEXHOMOMIN, HU3KMM YPOBHEM BHEOPEHUS OTEYECTBEHHbIX Pa3paboToK U HEAOCTATOYHbIM KaapOBbIM
obecneyeHnem B obnactu MHopMaLNOHHOM 6e30MacHOCTM, a Takke HU3KOW OCBEAOMIEHHOCTLIO rpa)aaH B Bonpocax
obecneyeHns NMYHOM WMHpopMaumMoHHoW GesonacHocTu. [Mpyn 3ToM MeponpuaTna no obecnedeHUto Ge3onacHOCTU
WHOPMaLMOHHON NHAPACTPYKTYpPbI, BKMOYas ee LenoCTHOCTb, AOCTYMHOCTbL U YCTONMYMBOE (OYHKUMOHWPOBaHWE, C
NCMNONb30BaHMEM OTEYECTBEHHbIX MHOPMALMOHHBLIX TEXHOMOMMA U OTEYECTBEHHOW MPOAYKUMW 3a4acTylo He UMELoT
KOMIMNEKCHOMN OCHOBbI.

19. CocTosiHMe MHpopMaLMOHHON Ge3onacHOCTM B 06nacTu cTpaTermyeckon CTabunbHOCTU U paBHOMPABHOMO
cTpaTernyeckoro napTHEpPCTBa  XapakTepusyeTcs  CTpemrieHMeM  OTAeNlbHbIX ~ FoCydapCTB  MCMOJNb30BaTb
TEXHOJIOTMYecKoe NPeBOCXOACTBO AN AOMVMHMPOBaHUS B MHOPMaLMOHHOM NMPOCTPaHCTBE.
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CywecTtBylollee B HacTosillee BpeMs pacnpedeneHve Mexagy CTpaHamu pecypcoB, HeobXxoauMbIX Ans
obecneyeHnss 6Ges3onacHOro M YCTOMYMBOrO (OYHKLMOHMPOBaHUA cetu "VIHTepHeT", He no3BonsdeT peannsoBaTb
COBMECTHOE crpaBeiMBoe, OCHOBaAHHOE Ha NpUHLMNax AOBEPUS ynpasBreHue UMU.

OTcyTCTBME  MEXOYyHapOOHO-NPaBOBbIX  HOPM,  PErynupylolmMX  MeXrocydapCTBEHHble  OTHOLWEHWS B
MHMOPMALIMOHHOM TMPOCTPAHCTBE, a TakkKe MexaHW3MOB W npouedyp UX NPUMEHEHWs, YYUTbIBAIOWKX Crneumduky
WH(POPMALIMOHHBLIX  TEXHOMOrMW, 3aTpygHseT dopMuMpoBaHWE CUCTEMbl  MeXAyHapoaHOW  WH(OPMaLMOHHON
BesonacHoCTW, HanpaBneHHOM Ha [OCTUXEHWE CTpaTernyeckom CTabuNbHOCTW M PaBHOMPABHOrO CTpaTeErnyeckoro
napTHepcTBa.

IV. CTpaTernyeckne Lenm n OCHOBHbIE HanpaBneHus obecneveHmst
MHopMaLMOHHONM 6e30nacHOCTH

20. Crpaternyeckon uenbto obecnedeHuss nHpopmaumoHHon 6Ge3onacHOCTM B 0BnacTm OBOPOHbI CTpaHbl
SIBNSETCH 3aLUTa XKM3HEHHO BaXXHbIX MHTEPECOB JIMYHOCTW, OOLLECTBA U rocy4apCTBa OT BHYTPEHHNX Y BHELLHWUX Yrpo3,
CBSI3aHHbIX C MPUMEHEHMEM WHMOPMALMOHHBLIX TEXHOMOMMIA B BOEHHO-MONUTUYECKMX LEeNsax, NpoTMBOpevalLmx
MEeXOyHapo4HOMY npaBy, B TOM YMCMe B LeNsX OCYLEeCTBNEHUS BpaxaeOHbIX OEWCTBUA M aKTOB arpeccum,
HampaBfeHHbIX Ha MNOAPbIB CyBEPEHUTETA, HapyleHWe TeppuTopuanbHOM  LIENOCTHOCTM  rocygapciB U
npeacTaBnAwLLMX Yrpo3y MexayHapogHoOMYy Mupy, 6€30nacHOCTU 1 CTpaTermyeckon ctabunsHoOCTy.

21. B cooTBeTCTBUN C BOEHHOW nonuTtukon Poccuiickonn Pegepaumm OCHOBHBbIMW HanpaBneHnammn obecnevyeHus
MHopMaLmoHHONM 6e3onacHOCTN B 061acTn 060pOHbI CTpaHbl ABNSATCA:

a) cTpaTernyeckoe caepXvBaHue W NpeaoTBpalleHUME BOEHHbIX KOHMIMKTOB, KOTOPblE MOTYT BO3HUMKHYTb B
pesynbTaTte NpUMeHeHUs MHPOPMAaLMOHHbBIX TEXHOMOTUA;

0) COBepLUEHCTBOBaHME CcUCTEMbl obecnedeHnss UMHdOpMaUnoHHOW 6e3onacHocTn BoopyxeHHbix Cwun
Poccuiickon ®eagepaunn, opyrmx BONCK, BOMHCKUX (hOpMUPOBaHWIA U OpraHoB, BKovatowen B cebs cunbl U cpeactea
WHOPMALIMOHHOIO NPOTUBOBOPCTBA;

B) MPOrHO3npoBaHne, OOHapy>XeHre N oLeHKa MHOPMALIMOHHBIX Yrpo3, BKMYasi yrpo3bl BoopyxeHHbIM Cunam
Poccuiickon ®epepauumn B MHGOPMaLMOHHOW cdepe;

r) cogenctBne obecrneveHuto 3almTbl MHTEPECOB CO3HMKOB Poccuickon depepaumm B MHEPOPMALMOHHOM
cepe;

4) HenTpanusaums MHpOPMaLNOHHO-NCUXONOIMYECKOro BO34EeNCTBMS, B TOM YMCRe HamnpaBfeHHOro Ha NoapbiB
NCTOPMYECKMX OCHOB U NaTPUOTUYECKUX TPagMLUi, CBA3aHHbIX ¢ 3awwmTon OTeyecTBa.

KoHcynbTaHTlIntoc: npumedaHme.
O 6e3onacHOCTN KPUTUYECKON MHMOPMaLUOHHOW UHMpacTpykTypbl Poccuiickon ®epepaumm cm. deneparnbHbIn
3akoH oT 26.07.2017 N 187-®3.

22. Ctparternyeckumm uensmm obecrnedeHuss nHdopMaLmoHHon Ge3onacHocTM B 00nacTu rocygapCTBEHHON U
obuwecTBeHHON 6e30MacHOCTM SABMAIOTCA 3allMTa CyBEepeHUTeTa, NOAAEpXaHue MOMUTUYECKOW U  CouMarbHON
CcTabunbHOCTK, TeppuTOopManbHOW LUenocTHocTu Poccuiickon depepaumm, obecrneyeHne OCHOBHbIX MpaB M cBoOoA
YyenoBeka 1 rpaxgaHvHa, a Takke 3awmuTa KpUTU4ecKorn MHAOPMaLNOHHOM MHAPACTPYKTYPSI.

23. OCHOBHbIMM HanpaBneHnsMN obecneyeHnss HPOPMaLMOHHOK BGe3onacHOCT B 06nacTy rocyapCTBEHHON U
obLlecTBeHHOI 6e30MacHOCTU ABNAOTCS:

a) nNpoOTUBOAENCTBME MWCMONb30BaHUIO WHMOPMALMOHHBIX TEXHONMOMMin And nponaraHgbl  3KCTPEMUCTCKON
naeonoruun, pacnpocTpaHeHns KceHoobun, naen HauMoHanbHOW UCKMIYMTENBHOCTY B LIENSAX NOApbIBa CyBEPEHNTETA,
MONMUTMYECKON M COLUMarnbHOW CTaburbHOCTU, HACUNbCTBEHHOTO M3MEHEHWS KOHCTUTYLMOHHOIO CTPOS, HapyLUeHWs
TepputTopmanbHon LenoctHocTn Poccuinckon degepauuu;

0) npeceyeHue [eATENBHOCTM, HaHocAwWwen yuwepb HaumoHanbHom 6esonacHocTn Poccunckon depepauun,
OCYLLECTBMAEMON C MWCMOMIb30BaHNEM TEXHUYECKUX CPEACTB W MHM(OPMALMOHHBLIX TEXHOMOMMIA CcrneumanbHbIMU
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CJ'Iy>K6aMVI N opraHnsaunamMm MHOCTPaHHbIX rOCyaapcCTB, a TakkKe oTAesibHbIMU NTULAMU;

B) MOBbILIEHWE 3alUULLEHHOCTU KPUTUYECKON WHAOPMALNOHHOM WH(PaACTPYKTYypbl U YCTOMYMBOCTUM €e
PYHKLMOHNPOBaHUS, pa3BUTUE MEXAHN3MOB OBHapYXeHWs1 U NpeaynpexaeHnst MHOPMAaLMOHHbBIX Yrpo3 U NUKBMAALIUN
NMoCNeacTBUN MX MPOSBIIEHUS, MOBbILIEHNE 3aLUULLEHHOCTU TPaXdaH U TeppuTopuiA OT MOCNEACTBUMA Ype3BblYalHbIX
CUTyauun, BbI3BaHHbIX WH(OPMALMOHHO-TEXHNYECKUM BO3LENCTBMEM HA OOBEKTbI KPUTUYECKON MHGOPMAaLNOHHOM

WHPaCTPYKTYPbI;

r) noBbileHne 6e30NacHOCTU PYHKLMOHNPOBaHUS 06 beKTOB MHGOPMALIMOHHOW MHAPACTPYKTYpbl, B TOM 4ucCre B
uensax obecrnevyeHnss yCToMYMBOro B3avMOAENCTBUSA rOCY4APCTBEHHBIX OPraHOB, HEAOMYLLIEHUSS MIHOCTPaHHOIO KOHTPONSA
3a (YHKUMOHMPOBAHMEM TakMx OObekToB, obecrneyeHne UenoCTHOCTU, YCTOMYMBOCTM (PYHKLUMOHUPOBAHUA U
Oe3onacHoCTU efuHOM ceTu anekTpocea3n Poccuiickon ®degepaumn, a Takke obecneyeHne 6e3onacHOCTH
nHdopmaumm, nepegasaemon nNo Hein n obpabaTeiBaeMon B MHMPOPMALIMOHHBIX CUCTEMAX Ha Tepputopun Poccuinckom
degepaumnu;

A) noBblleHne 6e30nacHOCT (PYHKLMOHNPOBaHNA 06pasLoB BOOPYXEHUS, BOEHHON M CneuuanbHON TEXHUKM U
aBTOMaTU3MPOBAHHbLIX CUCTEM YMNpaBneHus;

e) noBbllleHne 3PdPEKTUBHOCTA NPOGUNAKTMKM MNpaBOHapPYLUEHWI, COBEpLUAEMbIX C  MCMNOSIb30BaHWEM
MHPOPMALIMOHHBIX TEXHOSOIUIA, U MPOTUBOAENCTBMS TakuM NpaBOHAPYLLEHUSIM;

X) obecneyeHve 3aWmTbl MHGOPMaLUK, CoaepKallell CBeieHWsl, COCTaBNSAoLME roCyAapCTBEHHYIO TalHy, UHOM
MHDOPMaLMN OrpaHWYeHHOro JOCTyrna M pacnpoCTpaHeHusi, B TOM YWUCre 3a CYET MOBbIWEHUS 3allULLEHHOCTM
COOTBETCTBYHOLLMX MH(OPMALIMOHHBIX TEXHOMOTUIA;

3) CoBepLUEHCTBOBaHNE METOAO0B M CnocoboB NpoM3BOACTBA M 6e30MacHOro NPUMEHEHUS NPOAYKUMMK, OKasaHus
ycnyr Ha ocHoBe VIH(*)OpMaLI,I/IOHHbIX TEXHOMNOIMN C UCNOMNb30BaHNEM OTEYEeCTBEHHbIX pa3pa60T0K, yOoBNeTBOPAOLLNX
TpeboBaHNsM NHGHOPMAaLMOHHOM 6e30MacHOCTH;

n) noBblweHne 3PGEKTUBHOCTU WH(OPMALMOHHOIO obecnedeHnsi peanusauumn rocygapCTBEHHOW MOSNUTUKM
Poccuiickon depepauuu;

K) HeﬂTpanmsauwﬂ I/IHd)OpMaLI,I/IOHHOFO BO30ENCTBUS, HanpaBJ1IEHHOIo Ha pa3MbiBaHUe TpaauUuMNOHHbIX pOCCVII7|CKMX
OYXOBHO-HPaBCTBEHHbIX LLEHHOCTEN.

24, CrpaTernyeckumum uensMu obecnevyeHns WHMOPMAaUMOHHOM 6e30MacHOCTU B 3KOHOMWYECKOW cdepe
ABMAIOTCA CBeAEHUEe K MWHMMarnbHO BO3MOXHOMY YPOBHIO BIIMSHUS HeratuMBHbIX (DaKTOpoB, OOYCMNOBMEHHbIX
HeJOCTaTOYHbIM YPOBHEM pa3BUTUS OTEYECTBEHHOW OTPacnM MH(OPMALUOHHBLIX TEXHOMOTMA U  3MEKTPOHHOW
NMPOMBILLNIEHHOCTH, pa3paboTka M MPOM3BOACTBO KOHKYPEHTOCMOCOOHLIX CpeAcTB obecnevyeHns WHGOPMaLMOHHOWM
©e3onacHOCTH, a Takke NoBbileHMe 06BbEMOB 1 Ka4yeCcTBa OkasaHusa ycnyr B obrnact obecnevyeHust MHOpMaLNOHHOM
BesonacHocTw.

25. OCHOBHbIMW HanpasfeHusiMK obecnevyeHnst MHOPMaLMOHHOM ©e30nacHOCTU B 3KOHOMMYecKon cdepe
ABNAOTCA:

a) MHHOBAUMOHHOE pas3BUTME OTpacnM MHGPOPMALMOHHBLIX TEXHOMOTUA U 3NEKTPOHHOW MPOMBILLIIEHHOCTH,
yBenuyeHne Aonm Npoaykuum 3Ton oTpacny B BanoBOM BHYTPEHHEM NPOAYKTE, B CTPYKTYPE SKCnopTa CTpaHbl;

6) NMKBMAALMS 32aBUCMMOCTM OTEYECTBEHHOW MPOMBILLIIEHHOCTM OT 3apy6exHbIX UHPOPMALMOHHBLIX TEXHOIOMMIA
n cpeactes obecnedeHust MHPOPMALMOHHON 6Ge30MacHOCTM 3a CYeT COo3fdaHusl, PasBUTUS W LUMPOKOTO BHEAPEHUS
OTEeYECTBEHHbIX Pa3paboTok, a Takke NPOU3BOACTBA NPOAYKLIMM U OKa3aHWUs YCryr Ha UX OCHOBE;

B) MOBbILIEHNE KOHKYPEHTOCMOCOOHOCTM POCCUMCKMX KOMMaHWA, OCYLLECTBAALWMX AEATENbHOCTb B OTPACy
WHPOPMALIMOHHBLIX TEXHOIIOTMA W  3NEKTPOHHOW MPOMBILINIEHHOCTN, pa3paboTKy, MPOU3BOACTBO W 3KCMIyaTauuio
cpeactB  obecneyeHnss MHGOPMaUMOHHOM Ge30nacHOCTW, OKasbiBalLWMX Yycnyrm B obnactm  obecneyeHus
MHOPMaLIMOHHOM ©Ge3onacHoCTU, B TOM 4ucre 3a cyeT co3daHusi bnaronpusTHbIX YCIOBWUA ANs OCYLLEeCTBIEHUs
neaTenbHOCTU Ha Tepputopun Poccuiickon ®enepaunu;

r) pasBuUTME OTEYECTBEHHOW KOHKYPEHTOCMOCOOHOM SfEKTPOHHOW KOMMOHEHTHOM 6a3bl U TEXHOMNorunm
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NMPON3BOACTBA 3NEKTPOHHBIX KOMMOHEHTOB, obecnevyeHne noTpebHOCTM BHYTPEHHEro pblHKa B TakoW MPOOYKUMKU W
BbIXxO4a 3TOW NPOAYKLUUM HA MUPOBOW PbIHOK.

26. Ctpaternyeckon Lenbio obecrnedeHnss MHdopmaunoHHoW Ge3onacHoCcTM B 00MacTu Hayku, TEXHOMOTMUA w
obpa3oBaHMsA SBNAETCA MNOAAEPXKA WHHOBALMOHHOIO W YCKOPEHHOro pasBUTMA  cucTembl  obecneyeHus
WMHpopMaLMOHHONM 6e30NacHOCTK, OTPacn MHAPOPMALIMOHHBIX TEXHOMOMIA N 3NTEKTPOHHON NPOMBILLITEHHOCTH.

27. OCHOBHbIMU HanpaBleHnamMu obecneyeHus MHd)OpMaLIMOHHOIZ GesonacHocTn B obnacTu HayKu, TEXHOMOMN "
06pa3OBaHVIﬂ ABNAKOTCA:

a) [OOCTWXKEHME  KOHKYPEHTOCMOCOOHOCTUM  POCCUMCKMX  MHAOPMALMOHHBIX ~ TEXHONMOMMM U pasBuUTUE
Hay4HO-TEXHMYECKOro noTeHumana B obnactn obecneyeHns MHHOPMaLMOHHON Ge3onacHOCTY;

6) cosgaHve M BHegpeHve WHEPOPMALMOHHBIX TEXHOMOIMUIA, M3HA4yanbHO YCTOMYMBBLIX K pasfnuyHbiM BuAaM
BO3ENCTBUS;

B) nposegeHmne Hay4HbIX nccrnegoBaHnn  n ocyLiecCTBieHne OnbITHbIX p83pa60TOK B Uendx co3gaHua
NepcCnekTnBHbIX MHCbOpMaLI,VIOHHbIX TEXHOSOrMn 1 cpencTe obecneyeHus VIH(bOpMaLI,I/IOHHOIZ ©e3onacHocTy;

r) pasBuTue KagpoBOro noTeHumana B obractn obecneyeHmss MHpoOpMaLNOHHOW Ge30nacHOCTU U NPUMEHEHNS
WHOPMALIMOHHbLIX TEXHOMNOIMN;

4) obecneyeHve 3alULLEHHOCTM rpaxaaH OT MHAOPMALMOHHBIX Yrpo3, B TOM 4yucre 3a c4eT hopMUpPOBaHUS
KyTnbTypbl FINYHON MHOPMAaLMOHHON 6e30nacHoCTH.

28. CrTpartermyeckon LUemnblo obecrnedeHnss WHGOpPMaLMOHHOK ©e3onacHOCTM B obnactu cTpaTernyeckomn
CTabuNbHOCTM WM paBHOMPABHOrO CTpPaTErM4yeckoro napTHepcTBa SABMAsieTcd (QOPMUPOBAHME YCTONYMBOW CUCTEMbI
HEKOHIMKTHBIX MEXIOCy4apCTBEHHbIX OTHOLLIEHWUI B MH(OPMAaLMOHHOM NPOCTPaHCTBE.

29. OcHOBHbIMM HanpasneHnsMu obecneveHns HpopmaumnoHHOW Ge3onacHOCTU B 06nacTu crtpaTernyeckon
CTabunbHOCTM U pPaBHOMPAaBHOIO CTpaTernyeckoro NapTHeEPCTBa ABNATCS:

a) 3sawuTa cyBepeHuTeTa Poccuickon degepaumm B MHAOOPMALMOHHOM MPOCTPAHCTBE MOCPEACTBOM
OCYLLECTBMEHNA CaMOCTOATESIbHON W He3aBUCUMOW MOMWUTUKWU, HanpasfeHHOW Ha peanu3auuio HauMoOHanbHbIX
WHTEepecoB B MHAOPMaLMOHHON cdhepe;

6) yyactme B (POPMUPOBAHMM CUCTEMbI MEXOYHAPOLHOW MHGOPMAaLMOHHON Oe3onacHocTu, obecnevmBaroLlem
A PEKTUBHOE MNPOTUBOAENCTBME MCMOSMb30BaHNIO WHAOPMALMOHHBIX TEXHOMOMMW B BOEHHO-MOMUTUYECKNX Lensx,
npoTMBopeYvallmMx MexgyHapoaHOMY MpaBy, a Takke B TEPPOPUCTUYECKUX, SKCTPEMUCTCKUX, KPUMUHAIbHBLIX U UHbIX
npoTMBONPaBHbIX LEendax;

B) co3gaHne MexayHapoAHO-MPaBOBbIX MEXaHW3MOB, YYUTLIBAOLWMX CeUMduKy MHEOPMALIMOHHBIX TEXHOMOTUIA,
B LeNsAX NpedoTBpaLleHnst U yperyrnmpoBaHus MEXrocyaAapCTBEHHbIX KOH(IIMKTOB B MHAPOPMALIMOHHOM MPOCTPaHCTBE;

r) NpoABWXEHWE B paMKax OeATenbHOCTM MeXAyHapoOHbIX opraHusauui nosvuum Poccuiickon depepauun,
npegycmaTtpuBatoLleri obecnevyeHne paBHOMPABHOIO M B3aMMOBbLIFOQHOMO COTPYAHUYECTBA BCEX 3aMHTEPECOBAaHHbIX
CTOPOH B MH(pOpMaLIMOHHOW cdepe;

4) pasBuTe HauMOHaNbHOW CUCTEMbI yNpaBneHns POCCUNCKUM CerMEHTOM ceTn "VIHTepHeT".

V. OpraHu3aunoHHble OCHOBbI 06ecneyeHus
NMHopMaLMOHHOM Be3onacHOCTH

30. Cucrema obecneyeHns WHEGOOPMALMOHHON ©E30NaCHOCTU SABNSAETCA YacTbld CUCTEMbI obecneveHus
HaumoHanbHon 6e3onacHocTn Poccuiickon Pepepaumu.

O6GecneyeHrne WHMOPMALMOHHOM ©e30MacHOCTN OCYLLECTBNSETCA Ha OCHOBE COYETaHUs 3aKOHOA4aTEeNbHOW,
NPaBONPUMEHUTENBHON, MNPaBOOXPAHUTENBHOW, CyAebHOW, KOHTPONbHOM W Apyrux OopM  OesATeNbHOCTU
rocyaapcCTtBeHHbIX oOpraHoB BO B3aVIMO,qu7ICTBVIVI C OpraHamMmm MeCTHOro camoynpasieHud, opraHun3aumamm wu
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rpakgaHamu.

31. Cuctema obecneveHnss MHpopMaLnoHHON 6e30NacHOCTM CTPOUTCS HA OCHOBE pasrpaHUYeHUst MOSTHOMOYUIA
OpraHoB 3aKoHoAaTenbHOW, UCMOMHUTENBHON U cyAebHON BRacTu B AaHHOW cdepe ¢ y4eToM MpeaMeToB BedeHus:
defepanbHbIX OpraHOB FOCYAApPCTBEHHOW BracTW, OpraHoB rOCyAapCTBEHHOW Bractu cybbekToB Poccuiickoi
depepaummn, a Takke oOpraHoB MECTHOTO CaMOYMpaBneHus, OnpeaensemMblXx 3aKOHO4ATENbCTBOM Poccuickoi
depepaumm B obnactu obecneveHms 6e30nacHOCTU.

32. CocTaB cuctembl obecneveHnst MHopmaLnoHHol 6esonacHocTu onpegensietcs MNMpesvaeHToM Poccumnckon
denepaumm.

33. OpraHm3auMOHHY0 OCHOBY cuUCTeMbl obecneyeHnss MHopmauuoHHor BesonacHocTu coctaensaoT: Coset
depepaummn PepepansHoro Cobpanusi Poccuiickon ®epepaunn, MNocynapcteeHHas Jyma ®epepansHoro CobpaHus
Poccunckon depepauun, MNMpaButenbctBo Poccuiickon depepaumn, CoseT bBesonacHoctn Poccuiickon denepaumm,
denepanbHble opraHbl NCMNONHUTESTbHON BnacTtu, LleHTpanbHbIN OaHk Poccunckon depnepaumm,
BoeHHo-npomblIwneHHas  komucceusi  Poccuiickon  dPepepaumu, MeXBEOOMCTBEHHbIE  OpraHbl, CO3JaBaeMble
MpesugeHTom Poccuiickon ®epepaumm u MNpaeutensctBom Poccuiickon depepaumm, opraHbl UCNOMHUTENBHOW BNacTy
cybwektoB Poccuickon ®egepaummn, opraHsl MECTHOrO camoynpaBreHus, opraHbl cyaebHon BrnacTtu, npuHMMalroLlme B
COOTBETCTBMM C 3akoHogaTenbcTBoMm Poccuiickon depepaumm yyactme B pelleHuM 3agady no obecrneyeHuio
WMHopMaLnoHHOM Ge3onacHOCTH.

YyacTHuMKamm cuctembl obecneveHus MHOPMAaLMOHHONM ©e30NacHOCTU SABMSKTCS: COOCTBEHHUKN OOBLEKTOB
KpUTUYECKOW MHAOPMAaLMOHHON WHMPPACTPYKTYpbl M OpraHusauun, SKcniyaTupylowme Takme oObekTbl, CpeacTsa
MaccoBOW WMHGOPMaLMU M MacCOBbIX KOMMYHMKaLUWUA, OpraHusauuv OeHEeXHO-KpeOUTHOW, BantoTHOW, GaHKOBCKOM M
MHbIX cdep (UMHAHCOBOrO pblHKA, OMeEpaTopbl CBSA3W, OMepaTtopbl WH(OPMAUMOHHBIX CUCTEM, OpraHusauum,
OCYLLECTBMAKLME OEATENbHOCTb MO CO34aHMI0 U 3KchfyaTtauun MHAOPMALMOHHBIX CUCTEM W CeTel CBA3W, MO
paspaboTke, MPOU3BOACTBY WM IKCMfyaTauum cpedctB obecneyeHuss MHGopmaumoHHOW 6e30MacHOCTU, MO OKa3aHWuto
ycnyr B obnactn obecneyeHnss MHoOpMauMoHHOM 6e30MacHOCTM, OpraHn3aumm, OCyLeCcTBsWme obpa3oBaTeNbHYO
[edATenbHOCTb B [aHHOW obnactu, obliecTBeHHble OObeAWHEHMWS, WHble OpraHuMsauuMmM W rpaxgaHe, KoTopble B
COOTBETCTBMU C 3aKoHodaTenbcTBOM Poccuiickon Pepepaumm yyacTBylOT B pelleHMM 3adad no obecrnevyeHuto
NMHopMaLnoHHON Ge3onacHOCTH.

34. [lesaTenbHOCTb roCcy4apCTBEHHbBIX OpPraHoB Mo obecneyeHnto MHopMaLNoHHOM 6e30MacHOCTN OCHOBbLIBAETCS
Ha cnegyrwmnx npuHunnax:

a) 3aKOHHOCTb OGLLECTBEHHbIX OTHOLLEHWUIA B MH(OPMAaLMOHHOW cdhepe U NpaBoOBOe PaBEHCTBO BCEX YYACTHUKOB
TAKMUX OTHOLUEHWUI, OCHOBaHHble Ha KOHCTUTYLIMOHHOM MpaBe rpaxaaH cBobodHO uckaTb, MoryyaTtb, nepenaBaTb,
MPOV3BOAMTL M PACMPOCTPAHATL MHAOPMALIMIO NIOBLIM 3aKOHHBLIM CNOCOGOM;

6) KOHCTPYKTUBHOE B3aMMOOENCTBUE roCYAapCTBEHHbIX OpraHoB, OpraHuM3auuid U rpaxkaaH npu pelleHun 3anad
no obecrneyeHnto MHPOPMaLMOHHOK Ge30MacHOCTH;

B) cobniogeHne 6GanaHca wMexagy noTpebHOCThbi0 rpaxaaH B cBobogHomM obmeHe uHopmaunen un
OrPaHUYEHUSIMK, CBSA3AHHBIMW C HEeOoOXOAMMOCTbIO obecneveHust HauuoHanbHOW ©Oe3onacHoCcTW, B TOM u4ucrne B
MHdOpMaLMOHHON cdepe;

r) JOCTAaTOYHOCTb CUM U CPeacTB obecrneveHus MHOpMaLUOHHOW Be3onacHOCTU, onpeaensieMasl B TOM vucre
MoCpPeaCcTBOM MOCTOSIHHOMO OCYLLECTBIEHUSI MOHUTOPUHIA MHCHOPMAaLMOHHbIX Yrpo3;

4) cobniogeHne obLenpuaHaHHbIX MPUHLIMMNOB M HOPM MEXOYHApOL4HOro MnpaBa, MeXAyHapOOHbIX LOroBOPOB
Poccuiickon ®enepauun, a Takke 3akoHogatenbctea Poccumckon ®egepaunn.

35. Bapgavamu rocyaapCTtBeHHbIX OpraHoB B paMkKax [OedTerlbHOCTM no obecneyeHnto I/IHCbOpMaLI,MOHHOIZ
©e30nacHOCTU ABMSOTCS:

a) obecneyeHve 3amMTbl NPaB 1 3aKOHHbIX MHTEPECOB rpaxkaaH U opraHu3aumin B MHpopMaunoHHon cdepe;

6) oueHKa COCTOSIHMSA MHOPMaLUMOHHONM 6e30omnacHOCTH, MPOrHO3MpOoBaHWe U OBHapyXeHWe MHEOPMAaLMOHHbBIX
yrpos, onpeaesnieHe NpUopUTETHLIX HanpaBneHuii Ux NpeaoTBpalLeHns U NMMKBUAALMN NOCHEACTBUIA UX NPOSIBIIEHNS;
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Ykas lMNpe3naeHTta PO o1 05.12.2016 N 646
"06 yTBepxaeHnn [JOoKTpUHbI MH(OPMALIMOHHONM 6e30MacHOCTH [JokymeHT npeaocTtaBneH KoHncynbTaHTIOC
Poccuiickoit ®epepauyn’ [lata coxpaHeHus: 05.07.2018

B) NnaHMpOBaHWE, OCYLIeCTBMEeHWe W oueHka 9SdEKTUBHOCTU KOMMNekca Mep Mo obecneyeHuto
WMHpopmMaLMoHHON Ge3onacHoOCTy;

r) opraHunsauuna peAaTtenbHoOCTn U KoopAauHauua B3aMmodencTenst cun  obecnevyeHus I/IHCbOpMaLI,VIOHHOIZ
©esonacHocTH, coBepLlleHCcTBOBaHne nx npaBoOBOIo, OpraHn3aunoHHOro, onepaTtnBHO-Pa3bICKHOIO,
pa3BeblBaTesibHOro, KOHTppa3BedblBaTesibHOro, Hay4YHO-TeXHN4eCKoro, l/IHCt)OpMaU,VIOHHO-aHaJ'IVITVI'-IeCKOI'O, KagpoBoro
N 3KOHOMUYeckoro obecneveHus;

[) BblpaboTka M peanusaums Mep rocyapCTBEHHOW NoaAepKK1 opraHusaLmnii, OCyLLEeCTBNSAWNX AeATeNbHOCTb
no paspaboTke, NPOM3BOACTBY U IKCMyaTaLum cpeacTs obecrnevyeHmst MHpopMaLMOHHON 6e30nacHOCTH, MO OKasaHUIo
ycnyr B obnactu obecneyeHuss MHOPMaLMOHHOW Ge30nacHOCTM, a TakkKe OpraHusauuid, OCYLLECTBMSALNX
obpasoBaTerbHylo AeATENbLHOCTb B AaHHON 06nacTu.

36. 3agadamu rocyaapCTtBeHHbIX OpraHoB B paMKaxX OeATeNIbHOCTM NOo pas3BUTUKO U COBepLUeHCTBOBaHUKO
cucTembl obecneyenHns MH(bOpMaLJ,MOHHOVI ©e30nacHOCTU SABMSOTCS:

a) YKpenneHue BepTUKanu yrnpasneHus U LeHTpanMsaums cun obecnevyeHns MHopMaLMoHHOM 6e3onacHoCcTy Ha
denepanbHOM, MEXPernoHanbHOM, PerMoHanbHOM, MYHMUMMANbHOM YPOBHSAX, a Takke Ha YpoBHe OGbLeKkToB
MHpopMaTM3aLmmM, onepaTopoB MHDOPMALIMOHHBLIX CUCTEM U CETEN CBA3M;

0) coBepLueHCTBOBaHNE (hopM M METOLOB B3aMMOAENCTBMUSA Cun obecnedeHns UHpopMaLmMoHHOM Ge3onacHoCTH
B LiensiX NOBbILWEHNS UX FOTOBHOCTU K MPOTUBOAENCTBUIO MHADOPMALIMOHHBIM Yrpo3aMm, B TOM Yucre NyTeM perynspHoro
NpoBeAEeHUs TPEHUPOBOK (YYEHUN);

B) COBEpPLUEHCTBOBaHME MH(OPMALNOHHO-aHANMTUYECKNX N HaYyYHO-TEXHUYECKUX acneKToB (PyHKLMOHMPOBAHNS
cucTembl obecneyennss MHopMaLNOHHOM 6e3onacHoCTy;

r) noBbIlLEHNE Sd)(*)eKTMBHOCTI/I B3aUMOAENCTBUS rocyoapCTtBeHHbIX  OpraHos, opraHoB MeCTHOro
camoynpassieHus, Opl'aHI/I3aLI,VIl7I N rpaxagaH npu peweHnn 3agay rno obecneyeHnto MHCbOpMaLlVIOHHOVI ©esonacHocTu.

37. Peanusauusa HacTodawen [JOKTpUHbI OCYLLECTBNAETCS Ha OCHOBE OTpacrneBbIX JOKYMEHTOB CTpaTernyeckoro
nnaHnposaHua Poccunckon ®depepaumn. B uenax aktyanu3auum Takux pokymeHtoB CoseTtom besonacHocTu
Poccuiickon depepaumm onpedensieTcsi nepedeHb MNPUOPUTETHLIX HanpaeneHuint obecneyvyeHnst WMHGOPMaLMOHHOM
fes3onacHOCTM Ha CcpedHecpO4YHY0 NEepCrnekTMBY C YYETOM MOMOXEHUN CcTpaTerMyeckoro nporHo3a Poccuiickon
depepauuun.

38. Pesynbratel MOHUTOpWMHra peanu3auum Hactoswen [oKTpUHbI OTpaxalTcss B €XerogHoM Joknage
Cekpetapss CoBeTta bBbesonacHoctu Poccuiickon ®epepaunn [lMpesvageHTty Poccuiickonn depepauum 0 COCTOSHUM
HaUMOHanbHoW 6e30MacHOCTU 1 Mepax Mo ee YKPENnneHuio.
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